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ABSTRACT
Introduction: Numerous legal acts are in place to protect the 
personal data of patients. The Act on the Protection of Personal 
Data contains basic information on the principles of data pro-
cessing, as well as specifying what criminal sanctions are in 
place for non-compliance. 
The aim of the study was to assess the level of knowledge about 
personal data protection among nursing staff working in the 
Świętokrzyskie Province. Additionally, an analysis of the sub-
jective assessment of whether there is a need for training in 
the field of personal data of the above-mentioned professional 
group was performed. 
Materials and methods: The study was conducted among 141 
male and female nurses working in the Świętokrzyskie Province. 
The study group consisted of 109 people working in the hospital 
and 32 people working in primary health care. The average age 
of respondents was 41.3 years. The study used the diagnostic 
survey method. A tailored questionnaire was used to assess 
knowledge about the protection of personal data. The obtained 
results were statistically developed using Excel. The present 
study used the χ2 test and statistical significance was assumed 
at the level of p < 0.05. 

Results: Among of respondents 89% selected paper and elec-
tronics as the leading methods of storing data. A very small 
number of respondents, namely about 4% of the surveyed peo-
ple, have passed patient information to a third party. Among of 
people 81% are aware of the criminal liability for violating the 
provisions on the protection of personal data. Less than half 
of the respondents (38%) knew the correct length of time that 
medical records can be stored – 20 years. No relationship was 
found between the type of workplace and demand for training, 
and the type of workplace and the subjective assessment of the 
level of knowledge of the respondents in the field of personal 
data protection. 
Conclusions: Nursing staff working in primary health care show 
a greater need for training on the General Data Protection Regu-
lations (GDPR) than nursing staff working in hospitals. There is 
no statistically significant difference between the workplace of 
nursing staff and the demand for training. The subjective assess-
ment of knowledge of the respondents in the field of personal 
data protection in the case of hospital nurses is low, and in the 
case of primary health care employees is average. 
Keywords: personal data protection; sensitive data; nursing 
staff; GDPR. 

INTRODUCTION 

Only a dozen or so years ago, medical facilities largely stored 
documents in paper form, and filing cabinets with patient 
records filled archives. Nowadays, new technologies allow 
for the implementation of information technology (IT) systems 
in which patients’ personal data can be entered. However, the 
processing of this data must be properly secured. The General 
Data Protection Regulation (GDPR) applies to both business 
and healthcare environments. The above regulations contain 
a set of provisions that inform entrepreneurs and consumers 
about their rights and obligations in the field of information 
processing and storage [1, 2, 3, 4]. 

In 2012, a draft GDPR was presented and the final form was 
approved in 2016. In all European Union countries, includ-
ing Poland, the GDPR came into force on May 25, 2018. The 

introduction of a new personal data security policy grants 
numerous rights and imposes obligations on both entrepre-
neurs and consumers. The most important obligations that 
enterprises must fulfill include: the establishment of a Data 
Protection Officer (DPO) where data processing is at the core of 
their activities, reporting data leaks within 72 h of the moment 
violations are detected, and documenting how personal data 
is processed with regard to the type of data, the purpose of 
processing and the information of the person responsible for 
it. In turn, consumers under the new provisions may exercise 
their rights such as, among others: the right to access their data 
(the consumer may request detailed information about the 
data collected and processed about them), the right to transfer 
data (the consumer has the right to request the export of per-
sonal data and transfer them to another company), the right 
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to correct personal data (the consumer will be free to change 
the information collected by the company), and the right to be 
forgotten (the consumer will be able to force the removal of 
the collected information about themselves) [4, 5, 6, 7, 8]. 

The first attempts to implement electronic medical records 
(EMR) in Poland were scheduled for August 2014. Unfortu-
nately, due to the maladjustment of IT systems, this deadline 
was repeatedly shifted. Ultimately, the obligation to implement 
EMR by medical entities was applied on 1 January 2019. Due 
to the fact that work in medical facilities is mainly conducted 
on special computer systems, there is a need to conduct train-
ing for doctors, nurses and other medical staff in the use of 
such a system and how to securely store information about 
patients. Year-on-year, the level of protection against cyber-
attacks increases, however, increasingly sophisticated cyber-
attacks are also emerging [1, 2, 3]. In the case of the GDPR, there 
are certain technical requirements which, when fulfilled, have 
an impact on increasing the security of stored data. Care should 
be taken of elements such as: the protection of company com-
puters and mobile devices (legal and up-to-date software, the 
use of secure passwords, antivirus programs), data leakage 
prevention and data encryption (professional software, NAS 
servers, encrypted portable memory drives, cloud data stor-
age), monitoring of company resources and supervision over 
permissions, current documentation and secure data transfer 
during equipment replacement. It is essential to remember 
to permanently delete data saved on devices and media that 
are to be destroyed. The outsourcing of data storage by medical 
institutions is gaining popularity. The change in regulations 
forces the above entities to increase the level of security for 
stored data [4, 9]. 

Therefore, attention should be paid to the proper use of 
new information technologies that allow for an increase in 
the potential and efficiency of the institution. This translates 
into reducing the cost of the facility and increasing the level 
of the quality of care [1]. 

In order for all aspects of personal data security, processing 
and storage to be met, an efficient IT system with appropri-
ate functions is needed. Such a system should be based on key 
elements such as: 

	ȇ Hospital Information System (HIS), whose main job is 
to run the patient database; it is also responsible for archiving 
or sending information to other medical facilities, 

	ȇ Picture Archiving and Communication System (PACS), 
which is responsible for archiving and allows you to capture 
images from diagnostic apparatus, 

	ȇ Radiology Information System (RIS), used in the field of 
radiology, combines elements of the HIS and PACS, 

	ȇ Laboratory Information System (LIS), which deals with 
the faster collection of samples, storage, coding and labeling 
in healthcare facilities, 

	ȇ Pharmacy Information System (PIS), which plays a role 
in the demand, management and organization of drugs. 

Access to IT systems for medical workers in institutions 
is available 24 h/day, 7 days a week. The main assumption is 
to enter patient data once [10, 11, 12, 13, 14, 15, 16]. 

The introduction of the GDPR caused various questions 
and doubts regarding the application of the new provisions 
by medical staff. When registering a patient, the risk of disclos-
ing information to bystanders, especially health data, should 
be minimized and the activities must not interfere with the 
provision of healthcare services. In order to improve registra-
tion, a separate, designated place should be available where 
the patient themselves, or possibly their guardian or a family 
member / close person, can go through the registration process. 
The key points regarding the protection of personal data are: 
the meticulous acquisition of information, skillful processing 
and securing of data, only obtaining necessary data, as well as 
finding a suitable place so that the patient feels safe and can 
be listened to by medical personnel [17, 18, 19]. However, the 
provisions of the GDPR are secondary to the obligation to save 
human health and life.

The aim of the study was to assess the level of knowledge 
about personal data protection among nursing staff working 
in the Świętokrzyskie Province. Additionally, an analysis of 
the subjective assessment of the need for training in the field 
of personal data of the above-mentioned professional group 
was performed. 

MATERIALS AND METHODS 

The study was conducted in June 2019. The study group 
consisted of 141 male and female nurses working in the 
Świętokrzyskie Province. The study group consisted of 
109 people working in the hospital and 32 people working 
in primary health care. The age of the respondents ranged  
22–68 years. The average age of the respondents was 41.3 years. 
The study was carried out using the diagnostic survey method. 
A unique questionnaire, comprising 22 questions, was used. The 
survey was divided into 2 parts. The 1st contained a record and 
the 2nd part consisted of questions regarding the protection 
of personal data. An analysis of the demand for training and 
a subjective analysis of the level of knowledge of the respond-
ents in the field of personal data security, depending on the 
workplace, was performed. Completing the questionnaires 
was fully anonymous and voluntary. The obtained results were 
statistically processed using Excel. The present study used 
the χ2 test, statistical significance was assumed at p < 0.05. 

RESULTS 

The study group included 109 (77%) people working in a hos-
pital and 32 (23%) people working in primary health care. The 
age of the respondents ranged 22–68 years. The mean age of 
the respondents was 41.3 years, the median was 41 years, and 
the standard deviation was 10.7 years. Among 141 respond-
ents, the biggest group were people between 31–50 years of 
age (60% of respondents). Among the nursing staff, 123 (87%) 
were women and 18 (13%) were men (Fig. 1, Tab. 1). 
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FIGURE   1. Age range of nursing staff 

TABLE   1. Characteristics of the studied group by sex and workplace 

Sex Workplace

female male hospital primary health 
care

n 123 18 109 32

% 87 13 77 23

The vast majority of respondents, 88% to be exact, said that 
they know of GDPR and are able to expand the abbreviation 
while 12% of respondents claimed to have no knowledge of the 
regulation. When asked if they know what sensitive personal 
data are, most of the respondents, 78 people (55%), answered 
that they did not know. Only 63 (45%) of the respondents indi-
cated that they know what sensitive data are; 77 (55%) people 
were able to explain the term “ordinary personal data”. Only 
36 (26%) of the surveyed people knew what the rights of new 
patients are, as implemented by the GDPR (Fig. 2). 

FIGURE   2. Nursing staff’s knowledge about personal data 

Among respondents, 106 (75%) said they had a DPO (formerly 
the Information Security Administrator) at their workplace, 
while 35 (25%) of the employees did not know that they have 
a DPO. One hundred and nine people (77%) indicated that they 
were familiar with the Information Security Policy, however, 32 
(23%) of the respondents were not aware about them in their 
workplace. According to the data analysis, 98 (70%) respond-
ents were familiar with the Information System Management 
Manual (Fig. 3). 

FIGURE   3. Nursing staff’s knowledge in the field of online security 

Nearly 89% of respondents working in various medical units 
store patient data in 2 forms: paper and electronic. Only 7% of 
respondents base their work on medical documentation purely 
in paper form, and 4% purely in electronic form. When pre-
senting the results of the respondents’ knowledge in the field 
of personal data protection, 103 (73%) of the respondents indi-
cated that they are aware of how to secure patients’ personal 
data in paper form, while 38 (27%) were not informed about 
the correct handling of the above-mentioned data. Regard-
ing knowledge about how to secure patients personal data 
on electronic devices, as many as 90 (64%) of the respondents 
stated that they know how to do this, while 51 (36%) people 
indicated that they have no knowledge in this regard (Fig. 4). 

FIGURE   4. Number of nursing staff informed about the principles of personal 
data protection 

The respondents were asked about the scope of data that is 
processed in the computer system. From the selected catego-
ries, 22% of respondents indicated that the patient’s first and 
last name, date of birth, parents’ names, home address, PESEL 
number, identity card number and medical history were col-
lected. Among of respondents 23% do not know the correct 
storage time for medical records. Two people indicated that 
medical records should be kept for 1 year or 3 years, 12% of 
respondents said that medical records should be kept for 5 
years, 13% indicated a period of 10 years and 2% specified 15 
years. The correct answer – 20 years – was indicated by 38% 
of respondents. A few people (4–7%) said that medical records 
were kept for 25–30 years, respectively. Nursing staff were 

20–30           31–40           41–50           51–60           61–70
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also asked about giving patient information to third parties. 
Only 4% of the respondents said they had done this, and analo-
gously, 96% had not. In the question regarding the awareness 
of criminal liability for violations of data protection, 81% of 
respondents gave an affirmative answer, while 19% were not 
aware of criminal liability. 

Another aspect of the research was an assessment of data 
protection knowledge among nursing staff depending on sex 
and workplace. Male nurses showed a lower level of knowledge 
concerning, inter alia, the method of securing patients’ per-
sonal data in paper form and knowledge of the term “sensitive 
personal data” compared to female nurses (Tab. 2). 

TABLE   2. Assessment of the level of knowledge on personal data protection 
among nurses depending on sex

Feature

Division of the study group by sex

nurses male nurses

n % n %

Can you explain the term “sensitive personal data”?

Yes 56 45.5 7 38.9

No 67 54.5 11 61.1

Can you explain the term “ordinary personal data”?

Yes 67 54.5 10 55.5

No 56 45.5 8 44.5

Can you name new patient rights that the General Data Protection 
Regulation has implemented?

Yes 33 26.8 3 16.7

No 90 73.2 15 83.3

Do you have a designated Data Protection Officer in the institution?

Yes 93 75.6 13 72.2

No 30 24.4 5 27.8

Have you been acquainted with the Information Security Policy?

Yes 96 78.0 13 72.2

No 27 22.0 5 27.8

Have you been acquainted with the IT System Management Manual?

Yes 85 69.1 13 72.2

No 38 30.9 5 27.8

Have you been informed about how to secure patients’ personal 
data in paper form?

Yes 91 74.0 12 66.7

No 32 26.0 6 33.3

Have you been informed about how to secure and store patients’ 
personal data on a computer?

Yes 78 63.4 12 66.7

No 45 36.6 6 33.3

More nurses working in primary health care were aware of 
how to secure patients’ personal data in paper form than on a com-
puter. On the other hand, the knowledge of network safety rules 
was higher among people working in hospitals (Tab. 3). 

When asked about the need to introduce training on the 
subject of GDPR, the vast majority of respondents – 132 (94%) –  
expressed that there is a need for training in medical facili-
ties and only 9 (6.4%) respondents were against this. The last 
question in the survey allowed for an assessment of the level 
of knowledge of the respondents regarding the GDPR. The 
results were as follows: 63 (44.7%) respondents indicated a low 
level of knowledge about GDPR, 70 (49.6%) people indicated 
an average level, and only 8 (5.7%) people rated their level of 
knowledge as high (Fig. 5, 6). 

TABLE   3. Assessment of the level of knowledge on personal data protection 
among nurses depending on the workplace

Feature

Division of the study group according to the workplace

hospital primary health care

n % n %

Can you explain the term “sensitive personal data”?

Yes 52 47.7 11 34.4

No 57 52.3 21 65.6

Can you explain the term “ordinary personal data”?

Yes 64 58.7 13 40.6

No 45 41.3 19 59.4

Can you name new patient rights that the General Data Protection 
Regulation has implemented?

Yes 25 22.9 11 34.4

No 84 77.1 21 65.6

Do you have a designated Data Protection Officer in the institution?

Yes 81 74.3 25 78.1

No 28 25.7 7 21.9

Have you been acquainted with the Information Security Policy?

Yes 86 78.9 23 71.9

No 23 21.1 9 28.1

Have you been acquainted with the IT System Management Manual?

Yes 79 72.5 19 59.4

No 30 27.5 13 40.6

Have you been informed about how to secure patients’ personal 
data in paper form?

Yes 78 71.6 25 78.1

No 31 28.4 7 21.9

Have you been informed about how to secure and store patients’ 
personal data on a computer?

Yes 69 63.3 21 65.6

No 40 36.7 11 34.4
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FIGURE   5. Opinion of respondents on the need to organize training in the 
field of personal data protection 

FIGURE   6. Subjective assessment of the level of knowledge of respondents 
in terms of General Data Protection Regulation 

The following statistical analysis shows that there is no sta-
tistically significant correlation between the workplace and the 
demand for training (p = 0.324), and the workplace and the sub-
jective assessment of the level of knowledge of the respondents 
in the field of personal data protection (p = 0.943). A greater 
demand for training was observed among nursing staff work-
ing in primary health care. Despite the smaller group of people 
working in primary health care in the study, as many as 30 out 
of 32 people expressed their willingness to undergo training. 
In the case of a subjective analysis of the level of knowledge 
of the respondents in the field of personal data protection, the 
majority of hospital employees assessed their level of knowl-
edge as low, while an average level of knowledge was dominant 
among primary health care employees (Tab. 4, 5). 

DISCUSSION 

In a report published by Deloitte in April 2011, it was estimated 
that 33% of Polish medical institutions did not use IT systems. 
In Europe, this number is 19% [12, 20]. The authors’ research 
revealed that only 7% of respondents claim to only store patient 
data in a paper form. 

According to a report published by the Supreme Audit Office, 
hospitals stored medical information about patients without 
properly securing it, for example, by not locking cabinets with 
a key or by leaving patient documentation on their desks [21]. 
A similar situation was found in primary health care facilities 
and non-public medical entities. It was reported that over half 
of them complied with the set requirements [22]. It is worth 

mentioning that in the report on foreign hospitals, in order for 
paper documentation to be secured, they should also be stored 
in rooms accessed by a special magnetic card, where access 
is limited [23]. Our research showed that 77% of respondents 
were familiar with the Information Security Policy. It seems 
that in order to prevent errors in processing information, the 
nursing staff should be properly trained. 

In the Supreme Audit Office report published in April 2013, 
944 units took part in the study, of which only 421 institu-
tions were compliant with all regulations. Among of facilities 
31% did not have IT systems and were unable to enter patient 
data electronically. About 20% of the facilities did not have 
access to the HIS, 40% to LIS and as much as 67% to RIS. The 
PIS operated in 77% of facilities. In these institutions, 96% of 
nursing staff surveyed use IT systems for patient data [12, 24]. 
In the authors’ research, 93% of respondent use information 
systems to process patient data. 

In hospitals, problems that occur at the level of anti-virus 
security are the lack of anti-virus software updates, as well 
as the sharing of passwords and login IDs between medical 
staff [21]. Foreign hospitals struggled with similar irregularities. 
An additional security threat mentioned in the report was the 
setting of a specific amount of time in the system to enter infor-
mation about the patient [23]. According to the results of our 
research, 36% of respondents admitted that they do not have 
any knowledge in the field of computer hardware security at 
work. This ignorance implies a risk of disclosing personal data 
to unauthorized persons. The analyzed data from the Supreme 

TABLE   4. The relationship between the workplace and the need for training 
in personal data protection

Workplace
Total

hospital primary 
health care

n % n % n %

Demand for 
training

yes 102 72.3 30 21.3 132 93.6

no 7   5.0 2   1.4 9   6.4

Total 109 77.3 32 22.7 141 100

χ2 = 0.97208; df = 1; p = 0.324

TABLE   5. The relationship between the workplace and the subjective 
assessment of the level of knowledge of the respondents in the field of 
personal data protection 

Workplace
Total

hospital primary 
health care

n % n % n %

Subjective 
assessment 
of the level 
of knowledge 
of the 
respondents

low 53  37.6 10   7.1 63 44.7

medium 49 34.7 21 14.9 70 49.6

high 7   5.0 1   0.7 8 5.7

Total 109 77.3 32 22.7 141 100

χ2 = 0.117994; df = 2; p = 0.943 
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Audit Office from 2015 shows that the biggest issue in care and 
treatment institutions was the securing of patients’ medical 
records (almost 63%). In inpatient treatment, the safety and 
protection of personal data amounted to almost 53%, while 
in outpatient treatment – almost 45% [22]. 

Analyzing the data published by Jacek et al., it can be seen 
that about 77% of medical personnel confirm that there are 
appropriate regulations regarding the dissemination and pro-
cessing of personal information in their databases. Managing 
the proper archiving of medical documents is primarily the 
responsibility of the managers of the institution and the medi-
cal personnel (60%) [5]. In our research, 75% of respondents 
confirmed that they have a DPO at their workplace. People 
should strive for the broadest possible information about the 
activities of the DPO. 

The report from the Supreme Audit Office noted that infor-
mation about patients in hospitals was made available to third 
parties against the patient’s will. It was noted that some irregu-
larities occurred in hospitals – non-medical staff at the facili-
ties had access to medical histories and the results of medical 
examinations [21]. According to our research, 4% of respond-
ents revealed information about patients to third parties. 

The majority of respondents believe that patient data should 
be stored for 10 years (37%). Other respondents reported that 
the correct time for keeping documents is 5 years (approx. 24%), 
15 years (20%) and 20 years (19%). Due to care for the security 
of storing archived data, the respondents believe that the type 
of information contained in the files is of significant impor-
tance related to the time of their collection (72%). 

In primary health care facilities and foreign hospitals, it 
was noted that medical documentation was often incomplete 
or illegible and that there was no information on the patient’s 
medical history and procedures performed. As well as this, 
the page numbering in the patient files was not correct. Such 
negligence may lead to a medical misdiagnosis [22, 23]. In the 
authors’ own research, the respondents answered that the 
first name, surname and place of residence constituted per-
sonal data (98%), as did the PESEL number (94%). A minority 
(30%) of the respondents claimed that the telephone number 
and place of employment are not personal data. 

According to a study by Szymczyk and Horoch, approx. 94% of 
respondents (medical staff and medical registrars) were familiar 
with the published rules of using a computerized patient data-
base, while 53% knew that instructions on how to handle elec-
tronic personal data are found in the regulations. It was noted 
that there were problems with the implementation and use of 
e-documentation in the facility. There were many requests for 
help to the IT department on how to handle electronic records 

– 40% from doctors and 60% from nurses [25]. According to our 
research, 70% of respondents were familiar with the IT Sys-
tem Management Manual. When asked about the length of the 
training, 38% of respondents said that it was not enough to get 
acquainted with the skills needed for entering personal data. 

Szymczyk and Horoch reports that the procedure of con-
verting paper medical documentation to electronic form was 

of great importance to nursing staff and registrars, as it sig-
nificantly improved the formalities related to patient regis-
tration by up to 80%, and the transparency of information 
and medical history about the person being treated (70%). 
Additional aspects include minimal consumption of printer 
consumables (70%), security of patient’s personal data (92%) 
and easy access to information (83%), which is associated with 
better efficiency [26]. Our research has shown that almost 89% 
of the medical personnel in the surveyed facilities rely on both 
paper and electronic documentation. The respondents are 
able to secure information about patients in a correct man-
ner – paper form 73% and electronic form 64%. 

The research results provided by Kilańska show that train-
ing on the use of e-documentation is necessary for properly 
functioning medical facilities (83%) [27]. In our study, 94% of 
respondents indicated the need to conduct the above training in 
medical facilities and only 6% of respondents were against this. 

The protection of patients’ personal data is one of the many 
aspects often overlooked in the nursing profession. Reasons 
for this include, among others: insufficient knowledge in this 
area, uncertainty about the correct application of legal pro-
visions and an overwhelming number of other basic obliga-
tions that leave little time for duties of a non-medical nature. 
This is why it is important to implement education for nurses 
with a wide scope of information regarding the protection of 
patients’ personal data.

CONCLUSIONS 

Nursing staff working in primary health care show a greater 
need for training on the GDPR than nursing staff working 
in a hospital. There is no statistically significant difference 
between the workplace of nursing staff and the demand for 
training. 

The subjective assessment of the knowledge of the respond-
ents in the field of personal data protection in the case of hospi-
tal nurses is low, and in the case of primary health care employ-
ees is average.
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